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Hello World! 
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Why is IoT Security Important? 
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eHealth Industry Automotive Utilities Smart Cities 
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Deconstructing IoT 

Things Aggregators and 
Gateways 

Communications Backend 
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Local Connectivity 
(Bluetooth, Zigbee, 

zWave, MQTT, Coap …)  

Internet Connectivity 
(4G, Fiber, VPNs) 
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The bad news first. IoT is Hard! 

• Device Computing Capacity: Class 1 & 2 are 
problematic, current technologies break 
down. 
 

• Device, network & protocol fragmentation 
means complexity, the enemy of security. 
 

• Scale, cooking for 4 is not the as cooking for a 
regiment. 
 

• Standard security tech needs rethinking: 
Identity & Access management, Network 
Segmentation, On-Device Detection. 



6 

IoT = ? 

Security + Safety 

IT + OT 
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IT  & OT. A love story still in the making… 

IoT requires an accelerated plan for IT 
and OT reconciliation. 
 
Organizational silos vs the need to see 
security E2E. 
 
OT & IT tech and business 
requirements need to meet each 
other.  

One year after Microsoft ended Windows 
XP support, Fukushima was ordered to 
update 
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The good news. IoT is Easy! 

Not new. We have been doing 
this for a long time. 
 
We have learned a lot during the 
past years (the hard way). 
 
Apply IT Cybersecurity lessons 
NOW! 
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Case Study 1  - Demo Tesla S hack 

A security analysis by researchers. Everything is 
patched now. 

Gain control through physical Ethernet connection 
to the car. 

Various small vulnerabilities in parts of the system 
work towards control of the vehicle until getting 
control of it. 

Remote patching of vehicles possible!  
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Case Study 2  - Demo Jeep Cherokee hack 

A security analysis by researchers. Everything is 
patched now. 

Full remote control of steering, throttle, brakes.  

Leveraging vulnerability in the infotainment 
system,   work towards control of the vehicle until 
getting control of it. 

Patching through USB not a viable response! 
Recalling of 1,4M vehicles. 
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Lessons learned from our Cybersecurity struggles 

Build security in the design. 

Make sure the basics first, don’t make the attackers’ lives easy. 

Start with the connectivity. 

Known vulnerabilities, up-do-date patching, automatic and 
manual penetration testing. 

E2E security design and controls, secure the network first. 

Leverage cloud security.  

Breaches are inevitable. Be ready!  

 Respond 

Prevent 

Detect 
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At Telefonica / 11Paths we doing something about it 
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Our IoT Security Solutions 
 

Detect vulnerabilities, 
threats, incidents 

Managed incidents 
response 

Eliminate Cyber Risks 

Prevention Detection Response 

Secure 
Customer 
IT & IoT 
Device 
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Persistent pentesting for IoT devices 

The first technology that persistently detects and analyzes new vulnerabilities in IoT devices 

Address Shadow IoT and IoT 
Vulnerabilities 
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Start protecting the IoT today! 




